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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

For

TO: Chief’ Dl4 = " " 5 = 2 ¥ (b] (3)—PI . 86-36 Date: ]8 May 20]5

w s e

From: Investigator, D14

Subject: | INSA Contractor. Alleged modification of a power switch on a
remertrs Government Computer Monitor and unauthorized installation of a separate power switch.

86-36

File No: 1V-14-0008

Precedence: Routine

(b) (3)-P.L.

(b) (6)

Purpose: To provide a summary report of the investigation and to recommend that this unsubstantiated
.. case be closed.

Details:” * - .,

l. (U/FFOH0) Backgroun(.i:.l ] is employed by:and worked at NSAW performing_ _
engineering and general technical services for the | oM. = * °

approximately January 2002 to July 2012. He worked under NSA contract roject names

e f_l_l and responded to task orders initiated by,
to repair and fabricate equipment. L

86-36

R . (U//FOY0) Issue: On 24 October 2013} | Chief] |
advised the O1G that_—] had received a remedy ticket requesting that an old computer monitor be * * « .
replaced with a new monitor as part of an NSAnet computer system upgrade in the| | .

On 11 October 2013, had surveyed the equipment and found the old computer monitor with its » SRR

(b) (3)-P.L.

SRR xotigingl power Switch covered with an alternate power switch installed on the power cord located on the s‘ear of

the monitor. Th technician advised that the installation of the alternate power switch was unproper and .'
voided repair or replacement of the monitor under the vendor’s warranty agreément. :I:mwe\yedAsset N
. Tracker property records for the monitor and identified the asset owner from 10 Dec;:mbcr 2007 fo 24 Janlary -

g 20138 ] . 3

© [11. (U/FBY0) Applicable Standard(s): Federal Acquisition Re.gul’atlon (FAR)-CIause 52. 237-2 Protectlon df

. Government Buildings, Equipment, and Vegetation, and Dob* Instruction 5000.64, Accountgbility and N

5 Management of DoD Equipment and Other Accountablc Propcrly Scc Appendix A for the full text of the »

3 applicable authorities. o e . .

‘e IV. (U) Investigative Actwnty ) N ’ o | o

":worked fo:when he was assigned loE On 27 September 2013 Uhanged its name to:I

FOP-SEEREFHSHREEFO-BSA—FVEY
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A. (U) Document Review:

FEE T
PR

(U/HFBH0) A copy of the Asset Tracker property record identiying | Jas the asset .

owner during the period of 10 December 2007, to 24 Janbiary 2013 (Appendix B). . .

T (HFOHOY |contract clauses, Statement of Work, and Technical Task Ordgrs thatD
Ework under (Appendix C). .

B. (U) Interview: ;

x

x

86-36

(3)-P.L.

(U//FOH6) Sometime in 2009, the power switch on the Dell monitor he used which was part of his
NSAnet desktop system functioned intermittently and eventually stopped working all together. Instead of
notifying appropriate Government or company authorities about the monitor’s condition, he installed a toggle
switch to use as a separate power switch on the power cord located on the rear of the monitor. The installation
was done so the monitor would continue to function and allowed him to continue to respond to work tasks

to use the monitor with the alternate power switch until he was reassigned by:to a contractor facility in
Columbia, MD in approximately July 2012. The installation was done for expediency and because this was the
...... type of.work he.djd all the, time,_for.thel ] project he supported. He knew he was not authorized
to install the separate toggle switch and he knew that it was not the proper way to repair the monitor, but he
made the decision to fix the monitor anyway with no intent to damage the monitor. The repaired monitor

86-36

(b) (3)-P.L.

. V. (U/AAGH0) Analysis: The applicable authorities applied to this case included Federal Acquisition
.. Regulation (FAR) Clause 52.237-2, Protection of Government Buildings, Equipment, and Vegetation, and DoD
. Instruction 5000.64, Accountability and Management of DoD Equipment and other Accountable Property.

* (U/H96) FAR Clause 52.237-2 requires that the contractor use reasonable care to avoid damage of
+ Government equipment.J:testiﬁed that he took reasonable care of his monitor during his assignment in
. - He algo'téstified that the power switch on the monitor was working intermittently and was failing.

" When the switch failed, he took action to expeditiously repair the monitor by installing a new power switch so
that he could continue to use it to address work tasks sent to him via NSAnet. This was the type of work he did
for the contract he supported. There was no intent on his part to damage the Government’s equipment.

..+« L1believed he.was taking reasonable-care of the moritor wheh he made thie’répair; théréfore We concluded
that his actions did not violate this FAR. :

86-36

(b) (3)-P.L.

() (6)

(U/AFeYH0) DoD Instruction 5000.64, Accountability and Management of DoD Equipment and other

« « . ., accountable property requires that-all persons entrusted with the management of Government property shall be
respongible for the proper use, care, physical protection, and disposal or disposition of Government property.
We determined thab took proper care of his monitor; his repair action was done to allow the monitor to
continue to function, and there was no evidence that his repair action was done to be irresponsible or to damage

—TOPSECRET/SH/RECTOUSATFVEY™
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the Government’s property. Therefore, we concluded that:actions did not involve improper activity

and did not violate DoD Instruction 5000.64.

86-36

tBeénito 'sllbmjt_a_tr_oyble ticket throughl___TJto initiate repair or replacement of the defective monitor. Due to
the nature of the work performed, he believed he was authorized and qualified to make the repair to the
monitor, and also viewed this as the most expeditious means to return the monitor to service. Although[——]

| decision to repair the monitor was.out of the-ordinary; arrd-he tid ndt' submit 4 trouble ticket in

(UHBH9) \_Vhe_nJ:detennined his computer monitor was defective, the normal procedure, would, have,

(b) (3)-P.L.

(k) (6)

accordance with the normal practice, we concluded that his action to repair the monitor was done so that he
could continue to perform contract tasks and did not violate any regulation or policy.

VI. (U/fF6H6) Conclusion: While assigned to] “ Jtook reasonable care c'>fltﬁe'NS.An'et.s.ys'te'n3 Tty
assigned to him to include its monitor. When the monitor’s power switch failed [———"Jtook action to repair

the monitor so it would continue to work. The action:togk was to repair hismonitor and not to damage
Government property. It did not constitute a violation of applicable authorities appli€d by the OIG in this

investigation. Therefore, there was no violation byL———] ar{d the allegation is unsubstantiated.

VII. (UKEQUQ) Recommendation: It is recommended that this ease be closed without further action. :
will be notified that the allegation was unsubstantiated. .

.
s u"

s u"
L
.yl
-
- .

(b) (3)-P.L. 86-36
(b) (6)
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Appendix A

Applicable Authorities
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UNCLASSIFIED/FFOR-OFH AT HSE-ONEY-

(U) Applicable Authorities

(U) Federal Acquisition Regulation (FAR) Clause 52.237-2 Protection of GQvernment Buildings.

Equipment, and Vegetation.

The Contractor shall use reasonable care to avoid damaging existing buildings,
equipment, and vegetation on the Government installation. If the Contractor’s failure to use
reasonable care causes damage to any of this property, the Contractor shall replace or repair the
damage at no expense to the Government as the Contracting Officer directs. If the Contractor
fails or refuses to make such repair or replacement, the Contractor shall be liable for the cost,
which may be deducted from the contract price.

(U) DoD Instruction 5000.64, Accountability and Management of DoD Equipment and Other
Accountable Property

a. All persons entrusted with the management of Government property shall:

(1) Possess and continually demonstrate an appropriate level of competence and
proficiency in property accountability and management.

(2) Be held in the highest ethical standards in accordance with DoDD 5500.07 (Reference
(1))-

(3) Be responsible for the proper use, care, physical protection, and disposal or
disposition of all Government property. This responsibility includes:

(a) Using Government property for official business only.
(b) Complying with all applicable regulations.

(c) Contacting the appropriate authority if property is subjected to undue risk of loss,
damage, destruction, theft, fraud, waste, abuse, or mismanagement.

(e) Reporting any misuse of Government property to appropriate investigative
organizations through proper channels. ~ ‘

UNCLASSIFIED/HFOR-OFHHCIALTHSEF-ONEY—
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- Appendix B

Asset Tracker Property Record pertain to Mr. and Computer Monitor
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(b) (3)-P.L. 86-36

(UHOHO)

TOF SECURKET//3V/KEL TOUUMA, FVEX

Appendix C

Statement of Work and Technical Task Orders

Note: Documents classified SEERET/SHRELE to USATAES;
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UNCLASSIFIED

(b) (4)

(b) (3)-P.L.

86-36

August 30, 2011

(b) (3)-P.L.
(b) (4)
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UNCLASSIFIED

Page 2 of 2
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